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ABSTRACT

Supervisory Control and Data Acquisition (SCADA) systems are critical for managing essential city
services like water treatment, waste management, and electricity generation. However, implementing and
maintaining these systems presents significant challenges for IT leaders. This study, conducted in
collaboration with the City of Spokane's Public Works IT Team, examines the application and
maintenance of SCADA systems within the city. Through interviews with the IT Team, the study identifies
seven key lessons for IT leaders seeking to enhance SCADA system efficiency. These lessons address
common issues, including the importance of understanding system requirements and costs, regulating
updates, establishing a non-production practice environment, implementing a change management
process, prioritizing safety, fostering open communication channels, and investing in staff training. The
study also outlines four prevalent SCADA-related problems with recommended solutions, aimed at
optimizing organizational performance and system reliability. This research offers valuable insights for
IT leaders working with SCADA systems in mid-sized cities and beyond, contributing to the growing body
of knowledge on effective SCADA management practices.
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Introduction

Our modern lives depend on a complex web of public utilities that we often take for
granted. From the clean water that flows from our taps to the electricity that powers our homes,
these essential services are managed by sophisticated IT systems known as Supervisory Control
and Data Acquisition (SCADA) systems. SCADA systems allow for remote and on-site process
control, data gathering and processing, and interaction with actuators and sensors, ensuring the
efficient and reliable operation of critical infrastructure (Sean et al., 2020).

The importance of effectively managing these IT systems cannot be overstated. A failure
in a SCADA system can have devastating consequences, leading to disruptions in essential
services, environmental damage, and even loss of life. For example, a failure in a water treatment
plant could result in contaminating the river.

The history of SCADA systems is punctuated by incidents of malicious attacks. In 1982,
the Siberian pipeline explosion, believed to be the first cyber incident involving a SCADA
system, involved a Trojan horse that modified valve and pump operations, leading to an
explosion (Ismail et al., 2014). The Salt River Project in Arizona in 1994 was infiltrated through
a dial-up modem, allowing attackers to steal and modify customer information and system logs
(Do et al., 2017). These early attacks illustrate the vulnerability of SCADA systems and the need
for robust security measures (Alanazi et al., 2023).

More recent attacks, such as the Stuxnet worm in 2010, which targeted the Iranian
nuclear program, and the 2015 Russian power grid hack that caused a widespread outage,
highlight the increasing sophistication of cyber threats against critical infrastructure (Falliere et
al., 2011; Mesbah & Azer, 2019). These attacks demonstrate the potential for significant
disruption and damage when SCADA systems are compromised. Given the critical role of
SCADA systems in maintaining essential services and the escalating threat of cyberattacks, it is
imperative for organizations to prioritize the security and efficiency of their SCADA systems
(Sims, 2024).

SCADA systems are clearly essential to the functioning of society, however due to their
secluded and isolated nature they are not a popular topic for managerial research. While the
security and cybersecurity of SCADA systems, and network communication protocols are
popular topics of research, managerial best practices for ongoing operations are lacking in the
literature. Accordingly, we address the following question requestion: “What are the managerial
best practices for SCADA systems in a mid-sized city?”

This paper examines the application and maintenance of SCADA systems within the City
of Spokane in Washington, USA. The following section reviews the fundamental components of
SCADA systems, the literature on managing SCADA systems, and a case description of SCADA
systems in the city of Spokane. The methods section outlines the research design and data
collection process, which involved interviews with the City’s Public Works IT team. Key
findings are presented as seven managerial lessons learned, along with specific actions IT leaders
can implement. Each lesson is explored in depth, outlining the challenge, and the solution
implemented by the City of Spokane. Finally, the paper concludes by discussing the implications
of these lessons for SCADA management, as well as opportunities for future research to enhance
system security and efficiency.
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Background and Literature Review

SCADA systems offer both monitoring and control capabilities, providing a
comprehensive approach to managing critical infrastructure. Sensors strategically placed
throughout the system collect data on key variables like temperature, pressure, water levels, and
other relevant metrics (Gaushell & Darlington, 1987). This information is transmitted to SCADA
displays, providing operators with real-time insights into the system's performance.

Remote control of actuators and other devices in response to monitored data are essential
for SCADA systems. When a variable exceeds a predefined threshold, the system can
automatically trigger actions like opening valves or adjusting pump speeds to prevent potential
problems (Sayed & Gabbar, 2017). For example, if a water tank experiences high pressure, a
sensor might detect this condition and trigger the system to open a valve, releasing pressure and
preventing damage.

Isolated physical connections (Ethernet and dedicated ports) between Programmable
Logic Controllers (PLCs) and Human Machine Interfaces (HMIs) are key component for
SCADA systems. This physical isolation from the internet helps to enhance security, as it
significantly reduces the risk of external attacks via wireless networks (Nankya et al., 2023).
This robust security is crucial for protecting essential services like electricity and water supply.
Security of SCADA networks continues to a major research focus (Ayaburi & Sobrevinas, 2015;
Hernandez Jiménez et al., 2017; Hudgens et al., 2019; Ismail et al., 2014; Slay & Miller, 2006).

Real-time and historical data, allowing for immediate analysis of system performance and
identification of trends are key components of SCADA systems. This data can be used for
troubleshooting, optimizing processes, and predicting potential issues (Poosapati et al., 2019).
The automation capabilities of SCADA systems streamline processes, reduce human error, and
improve efficiency (Sartor et al., 2024). The systems are designed to communicate across
different vendors, ensuring compatibility and seamless integration between various components
(Pau et al., 2022). Communication between and monitoring network nodes continues is a major
research focus (Kbean & Sadkhan, 2020; Rohmingtluanga et al., 2023; Upadhyay et al., 2022).

Case Description

The City of Spokane utilizes SCADA systems to manage and control a range of critical
infrastructure, ensuring the continuous operation of essential services for its residents. These
systems play a vital role in the following systems:

Solid Waste Management: The city's Waste to Energy Facility is the only one in the state of
Washington and one of about 75 in the nation. It relies on SCADA for monitoring and
controlling processes, ensuring the safe and efficient disposal of solid waste.

Waste Water Treatment: The City of Spokane operates one of the most advanced wastewater
treatment facilities in the region (see Figure 1) that treats an average of 34 million gallons a day
of wastewater. SCADA systems play a crucial role in monitoring and controlling various aspects
of the water treatment process, protecting the quality and safety of the water supply.
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Figure 1. Spokane’s Riverside Park Water Treatment Plant (Water Management, 2024)

Combined Sewer Overflow (CSO) Tanks: These tanks are designed to collect stormwater
and provide additional wastewater storage, minimizing the risk of sewer overflows during heavy
rainfall (Wastewater Combined Sewer Overflow (CSO), 2024). The city is currently
implementing a SCADA system for these tanks, initially focusing on monitoring capabilities.
The future implementation of control capabilities will allow for remote responses to issues,
reducing the need for on-site interventions.

Hydro-Electric Power Generation: The city's hydroelectric dam on the Spokane River (see
Figure 2) generates over 70 million kilowatts of electricity annually, powering homes and
businesses within the community (Upriver Dam, 2024). SCADA systems are used to monitor
and control the dam's operations, ensuring optimal power generation and efficient water
management.

Figure 2. The city owned Upriver Dam (Protecting Upriver Dam for the Future, 2016)
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Water Department: the city’s water department delivers up to 180 million gallons a day of clean
drinking water.

The City of Spokane's comprehensive use of SCADA systems across its essential
infrastructure highlights the critical role of these systems in ensuring the smooth and reliable
operation of vital services. The city's experience with SCADA management provides valuable
insights into the challenges and best practices associated with maintaining these complex IT
systems.

Method

This study employed a single-site case study design (Yin, 2003), drawing upon Clinical
IS Research principles (Baskerville et al., 2023; Myers, 2023) to uncover practical managerial
lessons regarding SCADA systems. The research focused on the experiences of the Public Works
IT Team of the City of Spokane, a team with many years of experience in the field.
Data collection centered around a 100-minute group interview conducted by four researchers
with the Public Works IT Team. The interview employed a semi-structured format, utilizing
open-ended questions. The interview questions were framed around three key areas, inspired by
Reunamaki & Fey’s (2023) framework of problems, solutions, and pitfalls to avoid (see Table 1).

Problems Tell us about your journey with SCADA, what This aimed to uncover challenges and
challenges have you faced? issues encountered

Solutions How have you dealt with these challenges? This sought practical solutions and
strategies developed

Pitfalls and | What pitfalls should others watch out for, and | This aimed to identify common pitfalls
Remedies how can they avoid them? others could avoid and their remedies
Table 1. Interview Guide based on Reunaméki & Fey’s (2023) framework

To mitigate potential bias and groupthink, each researcher independently took notes during the
interview, subsequently sharing and comparing their observations. Multiple interviewers has
shown to enhance creditability in qualitative research (Patton, 2014).

Data analysis involved an inductive approach (Baskerville & Lee, 1999; Winter, 2014), initially
categorizing findings into broad themes like "change management issues" and "technology
issues." This process ultimately led to the identification of seven distinct problems and their
corresponding solutions. These findings were then validated by employees representing relevant
teams and organizational leadership. This practice is known as a “member check” or “respondent
validation” and is a technique shown to improve the validity of qualitative studies (McKim,
2023). The following sections will present and discuss these seven problem-solution pairs in
detail.

Findings
Key Lessons Learned in SCADA Usage

In this section we present seven lessons that emerged, with key actions to be taken by
management. Table 2 summarizes the seven lessons, and key actions for managers.

© Drake Management Review, Volume 14, Issue 2, October 2024 5



Lesson Description Key Actions

1. Understand Before implementation, thoroughly assess organizational | Analyze organizational needs, utilize

Systems & needs, including processes, systems, goals, and required | models like the Purdue Model, hire

Costs software/hardware expertise. Consider feasibility and experienced personnel, and plan for
cost-effectiveness, factoring in installation, maintenance, | ongoing maintenance and support.
testing, and training expenses.

2. Regulate Prioritize timely software and hardware updates to Subscribe to release notes, establish

System maintain security and optimal functionality. Stay update schedules (ad hoc, cyclical,

Updates informed about vulnerabilities and implement patches planned, emergency), document

proactively.

changes meticulously.

3. Implement
Non-

Establish a controlled environment to test PLC logic,
updates, and patches before live deployment. This

Invest in dedicated testing
equipment, replicate real-world

Production minimizes risks and allows for identifying and mitigating scenarios, and thoroughly

Practices potential issues beforehand. troubleshoot before deployment.

4. Establish a Develop and implement a clear change management Define approval hierarchy, establish

Change process to ensure smooth and controlled implementation | communication protocols (e.g.,

Management of updates and patches. Define roles, responsibilities, automated notifications), maintain

Process communication channels, and approval processes. detailed documentation of all
changes, and create rollback plans for
unforeseen issues.

5. Prioritize Emphasize safety in all aspects, including personnel Implement regular equipment checks

Safety safety protocols (PPE, established procedures) and and maintenance, enforce strict

Measures technological safeguards. Conduct regular equipment access control measures (physical

maintenance, control access to critical areas, and replace
aging equipment proactively.

and digital)

6. Foster Open
Communication

Encourage clear, consistent communication within the IT
team and across departments. Provide clear direction,
actively listen to team members, and foster a culture of
open dialogue.

Establish clear goals and
expectations, encourage active
listening, and feedback, and ensure
team members understand the
rationale behind decisions.

7. Invest in
Staff
Development

Prioritize continuous learning and development
opportunities for IT staff. Provide training programs,
encourage specialization, and nurture existing talent to
stay ahead of technological advancements and maintain
a highly skilled workforce.

Offer training programs, support
professional development, and
create a culture of continuous
learning and growth.

Table 2. Seven Key Lessons for Effective SCADA Management

Lesson 1: Know the Systems and Associated Costs

Make sure to understand the organization's specific needs and requirements before
implementing a SCADA system. This includes the processes and systems the SCADA system
will be monitoring and controlling, as well as the goals and objectives of the organization. It is
critical to ensure that the people in the organization who will be working with the system have
the necessary knowledge of software and hardware to use the systems effectively.

One tool the City of Spokane uses in their SCADA implementation is the Purdue Model
(found in the appendix below). This model is used to identify different layers of protection and
detect any airgaps that need to be filled. The city is implementing a new system to support
functionality of the CSO tanks at the water treatment plant. The new system will monitor the
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level of a few dozen tanks that have accumulated rain and sewer water to prevent unclean water
from entering the Spokane River. To support this effort, the city hired an engineer already
familiar with the Purdue Model at the water treatment facility. After a year of working alongside
the CSO tanks and installing SCADA, they are hiring a new engineer to transfer the knowledge
over and maintain standards to follow from precedent.

There are many constraints involved in general implementation and maintenance, so you
must understand the full implications before moving forward. The reality is that it will not be
feasible or cost effective for many organizations, even with the increased benefits it would
provide. The cost of implementing a SCADA system can include expenses such as installation,
maintenance, testing, and training. Ongoing maintenance and support, which ensures their
continued operation, can include costs such as software updates, hardware maintenance and
replacement, and technical support. Additionally, costs of hardware and software required for
SCADA systems can vary significantly depending on the complexity and scope of the systems.
This is a practical lesson, often overlooked in by researchers who often focus on security and
network communication, ignoring practical concerns like cost.

Lesson 2: Regulate Updates of the System as Needed

It is important to keep the software and hardware systems up to date to remain secure and
function optimally. In doing so, IT managers can be responsive and protect their organization
from vulnerabilities. Outdated technology can pose security risks and cause performance issues,
leading to a negative impact on the organization's operations and reputation. Any outdated web
application, either internal or external, can be exploited and expose the plant to a data breach.

In addition to managing updates as needed, patches can be used to implement new
features or functions, fix an existing bug, or protect from an identified vulnerability. It is
common to not receive just one patch, but a series of patches all at once through a patch release.
Vendors are constantly providing additional patches, that if implemented, should allow the
software to continue to perform as intended. This information is oftentimes relayed through
release notes. Subscriptions to manufacturers’ release notes ensure that an organization is on top
of their system updates and aware of any vulnerabilities on any appliance.

Patches and updates help ensure that the organization can continue to achieve its goals
and objectives while providing a safe and efficient environment for its users and technicians.
These updates can be performed on an ad hoc, cyclical, planned, or emergency basis. Ideally,
planning for these updates on the front-end helps deter problematic or emergency
implementation after the fact. While security and updates are an important part of research,

This finding compels managers to develop their own update or patching process, which is
the practical side of the result of much research on security for SCADA systems. Research shows
that often managers need to rank order patches based on how critical they are (Yadav & Paul,
2019).

Lesson 3: Create a Non-Production Practice

When it comes to implementing innovative technologies and systems, there is always a
risk of encountering unforeseen issues that could negatively impact the system's functionality. To
minimize this risk, I'T managers should consider establishing a non-production practice that
allows them to test the ladder language before implementing any new update or patches. Ladder
logic is a programming language widely used in industrial control systems, particularly with
Programmable Logic Controllers (PLCs). It uses a graphical representation resembling a ladder,
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with rungs and rails, to visually depict the logical flow and execution of control instructions for
automation tasks.

A non-production practice is one where the software is tested offline to replicate its impact or
usage and identify any potential issues and bugs before going live. It is common to experience
troubleshooting problems with outdated data systems, customized processes, or any new and
unfamiliar system. Problems identified can then be mitigated safely by making any necessary
adjustments and fixes before the language is rolled out, minimizing the risk of unexpected
problems or security threats.

Having a couple of extra PLC’s and HMI’s that are dedicated to testing the ladder
language before it is implemented is the best way to create a non-production practice. While it
does require an additional cost, the ability to view the new ladder language in practice before its
implementation into the actual system can highlight potential vulnerabilities or glitches. Since
SCADA systems are used for essential functions within the city, making sure the new code will
have the desired impact can ensure the plants will continue to function properly. This finding
appears to be a novel finding not discussed in the literature previously. Future research can
address best practices for non-production practices.

Lesson 4: Have Your Change Management Process In-Place

When problems or bottlenecks arise in IT, quick responses can be critical to
keeping the technology running and secure. As such, it is helpful to have your change
management process in-place prior to these unforeseen problems arising. There will always be
pushbacks, but being clear on any rationale behind implemented or proposed changes is a great
first step to minimizing this potential barrier. Change management is not often discussed in
literature related to SCADA, however (Deak, 2024) and (Tungkagi et al., 2021) both see study it
as a requisite for success in changes to SCADA systems.

For example, when a patch is needed for a system, a notification is sent with the reason
behind the patch with more information found in the release notes which all stakeholders need to
be aware and knowledgeable of. A change request can then be sent in. Automatic notifications
come through to key stakeholders whenever a change request is received with information on
when it will be applied, the rollback of that change, and the benefit of implementing the patch.
From here, they must track the change, keep the team notified, and await approval. Oftentimes,
the team members who submit change requests lack the authority to apply it. Knowing who is
the main decision maker for these actions, whether a chairperson or head of the change control
board, is critical for ownership and creating a rollback plan as needed. Following approval,
application takes place. Throughout this process, you must document the changes made to the
system for future reference and tracking.

Lesson 5: Do Not Forget Safety Measures

Safety is such an expansive term here, including the safety of the plant's technology and
the individuals involved. Wearing personal protective equipment and following protocols are
critical across the organization. Safety can also be connected to maintaining the technology and
patch implementation. In terms of general maintenance, having a set cadence to check every
piece of equipment, per the manufacturer, is important. This includes things as simple but crucial
as disassembling a pump to re-oil the bearings. But this can be for items that are nearing the end
of their life that need to be replaced. From the moment a piece of equipment is used, the
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depreciation clock begins. Replacement helps avoid accidents that can be detrimental to the
safety of the staff and overall function of their systems.

Safety also includes controlling access across the organization, internally and externally.
For example, it should be pre-determined which personnel are allowed in what areas of the plant.
This protects both the equipment and staff. Recent literature has developed the importance of
safety both in the system design (Fonseca, 2023), as well as the environment in which the
systems are placed (Fares, 2021; Khatib & Zaher, 2024).

Lesson 6: Open Communication Channels

As an IT manager, providing clear direction and goals to the team is crucial for
achieving success. Each team member needs to understand what is expected of them to reduce
the likelihood of misunderstandings and confusion. As diversity continues to take root in the
communities we live and work in, there are countless factors that interrupt our daily
communication efforts. Clear communication reduces the likelihood of confusion, time-wasting,
team ineffectiveness, and lost productivity.

The IT Director at the city shared, “One of the things that is most important is you are
going to provide direction to a team of people. Make sure that direction is clear.... And in doing
so, [open] the possibility of dialogue.” The IT world is no different than any other management
team. Communicating clearly and effectively, paying attention to what others are saying, and
asking questions if something is unclear is essential for managers. It saves time and increases
productivity by having the full team on the same page and aware of one another’s viewpoints.
Additionally, team members can prioritize their duties and concentrate on the most important
activities by having a clear sense of direction. As a result, IT managers and leaders must ensure
their team fully articulates the organization's goals and priorities, providing them with a clear
path to success.

To be effective as leaders, IT managers need to be willing to listen and learn from their
employees and specialists and encourage a culture that celebrates speaking up. Not only will this
make them more effective as a leader, but it will also support and inform difficult decision
making when necessary. However, managers must also always be prepared to make decisions
that align with the organization's objectives, even if that may be a challenging or unpopular
approach. Managers can develop a culture of accountability and achieve long-term success for
their team and company by balancing these skills. There is much literature on team dynamics and
performance improvement (Bull Schaefer & Copeland, 2024) and we expect this applies to the
context of SCADA systems.

Lesson 7: Invest, Nurture, and Train Staff
In today's fast-paced and ever-changing world, organizations need to have highly

skilled and adaptable employees who can keep up with the latest industry trends and
technologies. To achieve this, IT leaders must create learning opportunities and provide training
and development programs. This can help employees improve their skills and obtain up-to-date
knowledge and information. At the same time, this can lead to better outcomes for the
organization, such as increased efficiency and higher profitability. Therefore, it is essential for IT
managers to provide opportunities for growth, nurture their talents, and offer continuous training
and development.

And as technology continues to evolve, specialization has become critical within each
information technology team. Investing in these key staff members is essential to keeping your
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systems running smoothly and being strategic on growth and maintenance plans. It costs far
more to recruit and train a new employee than nurture and maintain the ones you already have,
making it the ideal economic and strategic business strategy. This lesson aligns well with
research on the high cost of employee turnover (Li et al., 2022).

Conclusion

This study aimed to identify and understand practical managerial lessons regarding the
implementation and maintenance of SCADA systems in essential city services. Through a single-
site case study design, utilizing a semi-structured group interview with the Public Works IT
Team of the City of Spokane, seven key lessons for effective SCADA management emerged.
These lessons emphasized the importance of understanding system requirements and costs,
regulating updates, establishing non-production testing environments, implementing robust
change management processes, prioritizing safety measures, fostering open communication, and
investing in staff training and development.

Perhaps the most interesting on novel findings that have not been addressed in prior
literature are the importance of having a non-production practice and understanding of system
costs. While software development has production and development environments (Haakman et
al., 2021), the physical nature of SCADA systems underlies the importance of having complete
systems that have not been placed in production. Because the total cost of ownership of physical
systems can be difficult to fully understand at adoption (McKeen & Smith, 2010), the importance
of understanding costs mirrors what we see in software development and discussions of technical
debt (Rinta-Kahila et al., 2023).

The findings highlight the critical role of proactive planning, continuous learning, and
open dialogue in ensuring the secure and efficient operation of SCADA systems. By adhering to
these lessons, IT leaders can mitigate risks, enhance system reliability, and ensure the
uninterrupted delivery of critical city services. While much of the literature on SCADA systems
deals with technical subjects (network and security), these findings contribute to the literature on
managerial best practices for SCADA systems.

However, it is important to acknowledge the study's limitations. As a single-site case
study, the findings may not be directly generalizable to all organizations. Future research could
address this limitation by conducting comparative case studies across multiple cities or industries
to explore variations in SCADA management practices and challenges. Additionally, future
studies could go deeper into the economic aspects of SCADA implementation and maintenance,
providing more concrete guidance on cost-benefit analysis for IT leaders.

Despite these limitations, this research contributes valuable insights for IT leaders tasked
with managing SCADA systems, particularly in the context of mid-sized cities. By highlighting
both the challenges and best practices associated with SCADA systems, this study offers
practical guidance for improving the efficiency, security, and ultimately, the resilience of these
critical infrastructure systems.
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Appendix

Figure 1: The Purdue Model (What Is the Purdue Model for ICS Security?, 2024)
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